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Beryn

OcaitHpo-nipodpeciitna mporpama (mami — OIIIl) migroroBku OakanmaBpiB 3a
cnemianbHicTIO 125 «KiGepOesneka» po3pobiieHa 13 BpaxyBaHHSIM CTaHIApTy
BHIIOT OCBITH 31 crierianbHOoCTi 125 «Kibepbe3mneka», a Takox npomo3uilii Haykoso-
METOIMYHOI pagu MiHicTepcTBa OCBITH 1 Hayku Ykpainu, HaykoBo- MeToau4HO1
nigKomicii 31 criemianbHOCTI 125 «KibepOesnekay.

1 IIpoginb ocBiTHLO-IPOdeciiiHOl mporpamMu

1 —3aranbHa indopmanis

IloBHA Ha3Ba BUILIOTO
HABYAJBHOI'0 3aKJIAAY Ta
CTPYKTYPHOI'0 MiAPO3ALITY

BinHULIBKUN HAITIOHATBHUN TEXHIYHUM YHIBEPCHUTET,
Kadeapa MeHEKMEHTY Ta Oe3reku 1HhopMaIliitHuX
CUCTEM

Cryninb BHIIOI OCBITH Ta
Ha3Ba KBaJiikauii
MOBOI0 OPHMTIHAJTY

bakamasp
bakanasp 3 kibepbe3nexu

Odiniiina HazBa
OCBITHBOI IPOrpamMu

VYrpaBiiHHs 1HQOpMaIITHOKO O€3MEKOI0

Tun gumiomy Ta odcsr
OCBITHBOI IPOrpamMu

Jurimom GakanaBpa, oquHUYHUN, 240 KpeIuTiB
€KTC, Tepmin HaBuyaHHs — 3 poku 10 micsIiB

HuxkJ/piBeHn 7 pipenb HPK VYkpainu, nepmmii ukin FQ-EHEA, 6
piBenb EQF-LLL
IlepexymoBu [loBHa 3aranbpHa cepe/iHa OCBITa a0 OCBITHBO-

KBaJTi(DiKaiHUN PIBEHb «MOJIOAIINMN CIISIIaICT»
(CTymiHb «MOJIOJIIUN OaKaIaBp»)

MoBa (1) BUKJIAJAHHA

YkpaiHCcpKa

Tepmin aii ocBiTHBOI
NporpamMu

5 pokiB

InTepHer-agpeca
NMOCTIHHOTO PO3MIllIEHHA
OIMCY OCBITHBOI
nporpamMu

http://mbis.vntu.net/wp-
content/uploads/2020/07/0cs nporpama Y6 6akanasp.pdf

2 — Meta OCBIiTHBOI IporpamMm

[linroroBka (axiBmiB y Taimy3i iHGOpMAIITHUX TEXHOJOTIH 31 creriaabHocTi 125
«KibepOesnekay, 31aTHUX BUKOPUCTOBYBATH, BIIPOBA/KYBATH OTPUMAaHHI 3HAHHS T4

IpaKTUYHI

HAaBUYKH 3 YOpPaBIIHHS

iH(popmarliiiHolo Ta/abo kibepbOesreKoro,

MO>KJIMBOCTI 3A1MCHIOBATH NOJAbIY MpodeciiiHy MISIBHICTh Y CUCTEMI JIepP:KaBHUX
Ta KOMEPIIMHUX MiJNPUEMCTB, MOB’S3aHUX 3 HAJaHHSAM IOCIYT IOAO 3aXUCTY
iH(popmarii Ha 00’exTax 1HGOPMALIITHOT TISITBHOCTI.



http://mbis.vntu.net/wp-content/uploads/2020/07/%D0%9E%D1%81%D0%B2_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%B0_%D0%A3%D0%91_%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80.pdf
http://mbis.vntu.net/wp-content/uploads/2020/07/%D0%9E%D1%81%D0%B2_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%B0_%D0%A3%D0%91_%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80.pdf

3 — XapakTepucTuka oCBiTHbOI MporpamMu

IIpenmeTHa 06;1acThH
(rasy3b 3HaHb,
cneuiajJbHICTD,
cremiajizamis

["anmy3s 3HaHb — 12 «lH(OpMAaILIiiiHI TEXHOTOTTI»
CrnemiansHicTh — 125 «KibepOesmekay

OpienTanisi 0CBITHbOI
nporpaMu

OcaiTHbO-TIpO(eciiiHa MporpamMa OpIEHTOBAHA Ha
NPUHIAIIA ~ CYIPOBOAY CHCTEM Ta KOMIUICKCIB
kiOepOe3meku; Teopii, Monaenal Ta MPUHLIUIHU
YIpaBJIiHHS TOCTYIIOM J10 iH(QOpMaIIiTHUX pecypciB;
METOAM Ta 3aco0M BUSBIICHHS, YOPABIIHHSI Ta
imeHTudikamii  pU3MKIB, METOOM Ta  3acobu
OIIHIOBAHHS Ta 3a0e3NeueHHs HEOOX1JTHOrO PiBHSA
3aXUIIEHOCTI  iH(opMallii, MeTogu Ta 3acoom
TEXHIYHOTO  Ta  KpUOTOrpaiyHOro  3aXHUCTy
iHdopmarlii; cydacHi iH(opMaIiiHO-KOMYHIKaIliiHi

TEXHOJIOT1; CydJacHe IpOrpaMHO-arapaTHe
3a0e3neYeHHs 1H(DOpMaIIHHO-KOMYHIKaIlIHHUX
TEXHOJIOT1H.

MeToau, METOAMKH TA
TEeXHOJIOTii

Metonu, Metoauku, iH(OpMaIiiHO-KOMYHIKaIiiHI
TEXHOJOTi Ta IHIII TEXHOJOrl 3a0e3MneueHHs
Ki0epOesrneku 1HhOpMAIIITHUX CUCTEM.

IncrpymenTu Ta
00/1aTHAHHS

Cucremu po3poOkH, 3a06e31eYeHHs, MOHITOPUHTY Ta
KOHTPOJIIO MPOIIeCiB 1H(POopMaLiiHOT Oe3MeKH;
Cy4yacHe MporpaMHoO-arnapaTHe 3a0e3neueHHs
1H(pOpMaIITHO-KOMYHIKAIMHUX TEXHOJIOTIH.

OcHoBHuii gokyc
OCBITHBOI IPOrpaMu Ta
creniaizamii

3araibHa OCBITa 31 CHEIIAJILHOCTI K1OepOe3neKH.
AKIIeHT pobutbcsi Ha ¢GOpPMYBaHHI Ta PO3BUTKY
npoecifHUX  KOMIICTEHTHOCTEM IIOJ0  3aXHUCTY
iHopmarlii Ha 00’ekTax iH(OPMAIIHHOI JISUTEHOCTI;
BUBYCHHI TEOPETUYHUX Ta METOJAMYHHUX IOJIOKEHB,
OpraHizalliiHuX Ta TMPaKTHYHUX I1HCTPYMEHTIB 31
CHCHIAThbHOCTI  KIOEpOE3MeKH;  METOAUKH  Ta
TEXHOJIOTTi  3a0e3neveHHs Oe3neku  1H(opmarlli,
yIpaBiiHHA 1HGOpMaIliHOI0 Ta/abo Ki0epOe3neKoro.

OcobsauBoCTI MporpamMu

dopmyBaHHSA BIAMOBITHUX KOMIIETCHTHOCTEH B
yMOBax HeCTaOUIbHOCTI 1H(popMaLiiHOTO
Cepe/IoBUIIla HA OCHOBI MPUHIIMIIB 1HHOBALINHOTO
PO3BUTKY Ta CydacHUX 1H(OpMaLIMHUX TEXHOJIOTIH.

4 — IlpuaaTHiCTh BUNYCKHHKIB 10 IPAaLEBJIAIITYBAHHA TA MOAAJBIIOT0

HAaBYaHHA

IIpugaTHicTh 10
NnpaneBJaAlITYBAHHS

daxiBerp 13 oprasizaiiii iHpopmariiHoi 6e3nexku
MOX€e 3aiiMaTH Taki IEPBUHHI TTOCA/IH:




— aaMiHIicTpaTop 1HpOopMaIliiHOI 0e3neKH;

— ayauTop/meHTectep Oe3neku iHpopMaIiiHo-
KOMYHIKAI[IHHUX CUCTEM;

— PpO3p0OHMK 3aC001B 3aXUCTY 1H(POpMAITii;

— TPOBIJTHUM CHEI1aICT/KEPIBHUK CITYKOU
TEXHIYHOTO 3aXUCTy 1HPOpMAIIiT;

— (axiBenp 3 po3poOJICHHS KOMI' TOTEPHUX
nporpam;

— TEeXHIK 13 KOH(ITypOBaHOI KOMIT'FOTEPHOT
CUCTEMU;

— (paxiBernp 3 opraHizartiii 3axucty iHhopMmallii 3
O0OMEKEHUM JTOCTYIIOM;

— (axiBelb 3 peXKUMY CEKPETHOCTI;

— 1HCIIEKTOp 3 OpraHi3ailii 3aX1UCcTy CEKPETHOI
1H(bOopMaIlii;

— TEXHIK 00YnCIIOBaIbLHOTO (1HPOpMaIIiiHO-
O0OYHUCITIOBAIILHOTO) IICHTPY;

— TEXHIK 13 CHCTEMHOTO aJIMIHICTPyBaHHS;

— TEXHIK-TIPOrPaMICT;

— (axiBelb 3 iHHOPMAIIITHUX TEXHOJIOT1H;

— (axiBeupb 3 KOMI'IOTEpHOI rpadiku (qu3ainy);

— (paxiBenb 3 pO3pOOKH Ta TECTYBAHHS
POrpamMHOro 3a0e3MeYEHHS.

[IpaBa BUITyCKHHKIB Ha MpaIeBIAIITYBaHHS HE
0OMEXYIOThHCSI.

IHogannine HAaBYAHHA

MO>XITMBICTh MPOJOBKUTH HABUYAHHS HA JPYTOMY
(MaricTepcbKoMy) piBHI BHIIIOT OCBITH.

5- BI/IK.]Ia)IaHHH Ta OlliHlOBaHHﬂ

Bukinaganusa ta
HABYAHHSA

Jlexuii, MpakTUYHI 3aHATTA, BUKOHAHHS KYpPCOBHUX
poOiT,  AOCHIOHUIBKI  JlabopaTopHi  poOOTH,
camocTiiiHa po0OOoTa Ha OCHOBI MIAPYYHHKIB,
HaBYaJbHUX IOCIOHMKIB Ta KOHCHEKTIB JIEKIIH,
KOHCYJIbTAI] 13 BUKJIaJa4aMH, HAyKOBI CEMiHapH,
JIEMOHCTpAIIHI KJIacH, €JIEMEHTH JIHCTAHI[IMHOTO
(OHJIaliH, €NEKTPOHHOI0) HAaBYAHHS MPOXOIKEHHS
MpaKTUKM Ha MIANPUEMCTBAX Ta B HAYKOBO-
JIOCITITHAX YCTaHOBAX, IMATOTOBKA KB (PiKaIiiHOT
poboTH.

OuiHoBaHHA

MeTou OIiHIOBaHHS — €K3aMEHH, TeCTH, MPAKTHKA,
KOHTPOJIbHI, KYpCOB1 po0OTH, ece, pe3eHTAIli.
®opmatuBHi (BXiJHE TECTyBaHHSI Ta MOTOYHUN
KOHTpOJIb): TECTyBaHHS 3HaHb a00 YyMiHb; YCHI
MIpEe3eHTallii; 3BITH TPO J1abopaTopHi podbOTH; aHaATI3
TEeKCTIB a00 JaHuX; 3BITH MPO MPAKTUKY; OTJIS]
JiTepaTypu TOLIO).

CymatuBHI (I1IJCYyMKOBHI KOHTPOJIb): €K3aMEH -




(MMCbMOBUH 3 MOJAJBIIUM YCHUM OMHUTYBAaHHSIM);
3aJik (3a pe3yabTaTaMu (POPMATUBHOTO KOHTPOJIIO).

6 — IIporpamMHui KOMIIETEHTHOCTI

InTerpaasna
KOMIIETEHTHICTh

3MaTHICTh PO3B’A3yBaTH CKJIAHI CTEIiaTi30BaH1
3a]a4i Ta MPaKTU4YHI TPOOJIEMH y ray3i
3a0e3nedeHHs iHpopMariitHoi 6e3mnexu i/abo
KiOepOe3IeKH, 1Mo XapaKTePU3yEThCS
KOMITJIEKCHICTIO Ta HETIOBHOIO BU3HAUCHICTIO YMOB.

3arajibHi KOMIIETEHTHOCTI
(BK)

3K 1. 3paTHiCTh 3acTOCOBYBaTH 3HAHHA Y
MPaKTUYHUX CUTYAIlISIX.

3K 2. 3naHHs Ta pO3yMiHHS NpeIMETHO1 00JIacTi Ta
po3yMiHHS TIpodecii.

3K 3. 3gaTHicTh npodeciiiHO CITKYBAaTUCS
JIEP’KaBHOIO Ta IHO3EMHOIO0 MOBaMH SIK YCHO, TaK 1
HUCBMOBO.

3K 4. BMiHHS BUSIBISTH, CTABUTH Ta BUPIIITYBaTH
npo0semMu 3a mpodeciitHuM CpsiMyBaHHSIM.

3K 5. 3natHicTh 10 MOIIyKy, oOpoOJICHHS Ta aHaJ3y
1H(popmari.

3K 6. 3natHICTh peanizyBaTH CBO1 IIpaBa 1 000B’ I3KU
K 4JIEHa CYCIUIbCTBA, YCBIIOMJIIOBATH LIIHHOCTI
IPOMAISTHCHKOTO (BIJILHOTO IEMOKPATUYHOTO)
CyCH1JIbCTBA Ta HEOOXI1THICTh HOTO CTaJIOT0
PO3BUTKY, BEPXOBEHCTBA MpaBa, Mpas 1 CBOOOT
JIIOJIMHM 1 TPOMAJTHUHA B Y KpaiHi.

3K 7. 3naTHICTh 30epiratu Ta mpuMHOXKYBaTH
MOPaJIbHI, KYJIbTYpHI, HAYKOBI LIHHOCTI 1
JIOCSITHEHHSI CYCIUIbCTBA Ha OCHOBI PO3YMIHHS
iCTOpIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEIMETHOT
00JacTi, il MiCL y 3arajibHiil cUCTeM1 3HaHb PO
IPUPOAY 1 CYCHUIBCTBO T Y PO3BUTKY CYCILIBCTBA,
TEXHIKH 1 TEXHOJIOT1i, BAKOPUCTOBYBATH PI3HI BUIU
Ta (opMU pyXOBOi AaKTUBHOCTI JJIsI aKTUBHOTO
BiJIMOYMHKY Ta BEJICHHS 3JJ0POBOTO CIIOCOOY KHUTTH.

CrneniaabHi (paxosi)
koMneTeHTHOCTI (CK)

CK 1. 3gaTHicTh 3acTOCOBYBaTHM 3aKOHOJABUYy Ta
HOPMAaTUBHO-TIPaBOBY 0a3y, a TaKOX JAep:KaBHI Ta
MDKHApOJIHI BHUMOTH, TIPAKTUKH 1 CTaHAApTH 3
METOI0 3M1MCHEHHS TTPodeciitHOT MIsUTPHOCTI B TalTy31
1H(popmarriiiHoi Ta/abo kibepOe3nexu.

CK 2. 3patHicTh 10 BUKOpHUCTaHHsS 1H(OpMaIliiiHo-
KOMYHIKaIIHUX TEXHOJOT1M, Cy4acHUX METOJIB 1
Mojesnen iH(popmaiiHoT Oe3mneku Ta/abo
Ki0epOe3nexu.

CK 3. 3pmatHicTb /10 BHKOPHUCTAHHS TPOTPAMHHX
Ta MPOrpaMHO-anapaTHUX KOMILJIEKCIB 3aC001B




3aXUCTY 1H(popMaii B iH(hopManiitHo-
TEJIEKOMYHIKalIMHUX (aBTOMaTH30BaHUX) CUCTEMAX.
CK 4. 3patnHicTh 3a0e3meuyBaTH HENEPEPBHICTD
0i3HECy 3T1IHO BCTAHOBJIEHO1 MTOJIITUKHU
iH(opMaliitHoT Ta/ab0 kKibepOe3neKH.

CK 5. 3naTHicTh 3a0e3neuyBaTu 3aXUCT iHQOpMaIIii,
110 00po0IsIETHCS B 1H(opMmariiiHo-
TEJIEKOMYHIKAIIMHUX (aBTOMAaTU30BaHUX) CHCTEMax
3 METOIK peaii3ailii BCTAaHOBJEHOI TOJIITHKU
1HpopMaIliiiHOT Ta/ab0 KibepOe3neKH.

CK 6. 3pmarHiCTh  BIIHOBIIOBATH  INITaTHE
¢dbyHkiionyBanHs iH(oOpMamiifHuX, 1H(pOpPMAaIIHHO-
TEJICKOMYHIKAIIMHANX (aBTOMATU30BaHUX) CHCTEM
micias peamizauli  3arpo3, 3A1iCHEHHS Kibeparak,
300iB Ta BIIMOB PI13HUX KJIACIB Ta MOUIKOKEHHS.

CK 7. 3naTHicTh BOpPOBaKYBaTH Ta 3a0e3ledyBaTu
(GYHKIIOHYBAaHHS KOMIUIEKCHUX CHCTEM 3aXHUCTY
iHbopMarllii  (KOMIUIEKCH  HOPMaTHUBHO-TIPABOBUX,
OpraHi3allifHMX Ta TEXHIYHHUX 3aCO0IB 1 METOIB,
MpoLenyp, MPAaKTUYHUX MPUAOMIB Ta 1H..).

CK 8. 3partHicTs  31iMCHIOBATH  MPONEAYPH
YIpaBIIHHS THIIUJICHTaMH, POBOJIUTH
PO3CIiIyBaHHS, HAJITABATH iM OLIIHKY.

CK 9. 3parmicte 3xilicHIOBaTH  mpodeciiHy
JISUTBHICTh HAa OCHOBI  BIPOBAKEHOT CHUCTEMU
yhpaBiiHHA 1H(pOpMaIliitHOI Ta/abo K10epOe3neKoro.
CK 10. 3gaTHicTh 3aCTOCOBYBAaTH METOJIA Ta 3aCOOU
KpUOTOrpaiyHOrO Ta  TEXHIYHOTO 3aXHUCTY
iH(dopmarrii Ha 00’ ekTax 1H(GOPMAIIIITHOT TISTTHEHOCTI.
CK 11. 3paTHicTh BUKOHYBATH MOHITOPHHT MIPOIIECIB
dbyHKIIOHYBaHHA 1HGOpMaIiiHUX, 1H(QOpMaIIHHO-
TEJCKOMYHIKAIIMHNX (aBTOMaTU30BaHUX) CHCTEM
3TITHO BCTAHOBJICHOI TMOMITHKK 1H(OpMAaIiiHOT
Ta/abo KibepOe3IeKy.

CK 12. 3paTtHicTe aHami3yBaTH, BUSABIATH Ta
OLIIHIOBATH MOJKJIMBI 3arpo3H, Ypas3JIMBOCTI Ta
JecTabdiizyroui YUHHHUKN 1H(popMarliitHoOMy
npocTopy Ta iH(pOpMamiiHUM pecypcaM 3TiIHO 3
BCTAHOBJICHOIO TIOJITHUKOIW 1H(pOpMaliiiHoi Ta/abo
Ki0epOe3nexu.

CK 13. 3parHicTh 3I1ACHIOBATH MPOEKTYBaHHS
(po3pobOKky) cucTeM, TEXHOJIOTIM 1  3aco0iB
1H(pOopMarliitHoi Oe3neKy.

CK 14. 3patnicTh (opMyBaTH KOMILIEKC 3aXOMIIB
(mpaBwiI, Tporienyp, MPAKTUYHUX MPUHOMIB Ta iH.)
JUISL YOpaBJliHHSA 1H(GOpMaLIHHOIO 6€3NEKOI0.




7 — IlporpamHi pe3yJibTaTH HABYAHHSA

PH 1. 3acrocoByBaTM 3HaHHS JI€p>KaBHOI Ta
1HO3EMHUX  MOB 3  METOI  3a0e3nedyeHHs
edhekTUBHOCTI podeciiiHOi KOMYHIKaITii.

PH 2. OpranizoByBatn BiacHy mpodeciiny
TiSTBHICTh, OOWpaTH ONTHUMAJIbHI METOOU  Ta
crocoOu po3B’sA3yBaHHS CKJIAIHUX CIIEliali30BaHUX
3aJa4 Ta MPAKTUYHUX TpodieM y mpodeciiiHii
TSITTEHOCTI, OIIHIOBATH 1XHIO €(DEKTUBHICTD.

PH 3. BukopuctoByBaTH pe3yJIbTaTH CaMOCTIHHOIO
MOIIYKY, aHaji3y Ta CUHTE3y iH(popmalii 3 pi3HUX
JoKepen Tl eheKTHBHOTO PIIICHHS CTIEIiali30BaHUX
3a/1a4 mpodeciiHOl TisITBHOCTI.

PH 4. AmnanizyBatu, apryMeHTyBaTH, HpHIMAaTH
pilIeHHS pu pO3B’s13aHH1 CKJIAJTHUX
CHeIlaTi30BaHuX 3a/lay Ta MPAKTUYHUX TPOoOJIeM y
npodeciiiHiil  AiISUIBHOCTI, SIKI  XapaKTEpPHU3YHThCA
KOMIUIEKCHICTIO T4 HEMOBHOIO BU3HAYEHICTIO YMOB,
BI/IMOBIATH 32 MPUHHSATI PiIlICHHS.

PH 5. ApantyBatucs B yMOBax 4acToi 3MiHH
TEXHOJIOT1 NpodeciiiHOl AISUIBHOCTI, MPOTHO3YBAaTH
KIHIIEBUH pe3yJIbTar.

PH 6. KpuTu4yHOo OCMUCIIOBATH OCHOBHI TeOpIi,
NPUHIMOM, METOAM 1 TOHATTS Yy HaBYaHHI Ta
npodeciitHiil AiSTBHOCTI.

PH 7. JigatTu Ha OCHOBI 3aKOHOJAaBYOI Ta
HOPMATUBHO-TIPAaBOBOI 0a3u VYKpaiHW Ta BUMOT

BIJIITOBITHUX CTaHJapPTIB, y TOMY YUCIT1
MDKHapOJHUX B Tamy3i iHdopmarliitHoi Ta/abo
Ki0epOe3nexu.

PH 8. I'oTyBaTu npomno3uilii 40 HOPMAaTUBHUX aKTiB
mono  3abe3nedyeHHs  iHdopMaiiiHOI  Ta/abo
Ki0epOe3nexu.

PH 9. BripoBaxyBatu mpoiiecu, nio 0a3yroTbcs Ha
HalllOHATBHUX Ta  MDKHapOJHUX  CTaHJapTax,
BUSIBJICHHS, 1IeHTU(]IKALll1, aHaJI3y Ta pearyBaHHs
Ha IHIUACHTH 1H(OopMaliitHOT Ta/ab0 KiGepOe3neKHu.
PH 10. BukonyBatu aHayii3 Ta JICKOMIIO3MIIIIO
1H(pOpMaIITHO-TEEKOMYHIKALIITHUX CUCTEM.

PH 11. BukonyBaT aHami3 3B’SI3KIB  MIX
iHQopMaliiiHUMKU ~ TIpollecaMHd  Ha  BIJIAJICHUX
O0OYHUCITIOBAILHUX CUCTEMAaX.

PH 12. Po3po6istT Moziesni 3arpo3 Ta MOpYIIHUKA.
PH 13. AmnamizyBatu mnpoektu iHboOpMaIliitHo-
TEJIEKOMYHIKaI[IMHUX cucteMm, 0a3yr4uch Ha
CTaHJAAPTU30BAaHUX TEXHOJOTISIX Ta MPOTOKOIaX
nepeaavl JaHuX.




PH 14. BupimryBaTu 3aBaaHHS 3aXHCTy MpOTpaM Ta
iHpopMmarlii, mo oO0pobnseTscs y 1HpOpMAIIiHO-
TEJIEKOMYHIKalIMHUX cucTeMax IPOrpaMHO-
amapaTHUMM  3aco0aMd  Ta  J1aBaTH  OIUHKY
pPe3yJbTaTUBHOCTI SIKOCTI IPUHHATHX PIIICHb.

PH 15. BukopucToByBaTH Cy4dacHE MpOTrpaMHO-
arapaTHe 3a0€3MeUeHHS 1H(pOopMaIiiHO-
KOMYHIKaIlITHUX TE€XHOJIOT1M.

PH 16. PeanizoByBaT KOMILJIEKCHI CUCTEMH 3aXUCTY
iHpopMmarlii B aBromaTu3oBaHux cucremax (AC)
oprasizamii (TiATPUEMCTBA) BIAMOBIAHO O BUMOT
HOPMATHBHO-TIPABOBUX JTOKYMEHTIB.

PH 17. 3ale3neuyBaTd TMpoIECH 3aXHUCTy Ta
(yHKL10HYBaHHSA 1H(opMariiHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMATU30BaHUX) CUCTEM Ha
OCHOBI  MpakTUK, HAaBUYOK Ta 3HAHb II0J0
CTPYKTYPHUX (CTPYKTYpHO-JIOTTYHUX) CXEM,
TOMOJIOT1I MEPEXK1, CYHaCHUX apXITEKTyp Ta MOJeTei
3aXHUCTYy EIEKTPOHHUX iHcpopMauiﬁHHx pecypciB 3
B1I[O6pa>KeHHSIM B3a€MO3B’SI3KIB Ta 1H(1)0pMau1HHHX
MOTOKIB, TPOIECIB Il BHYTPINIHIX 1 BiAJaJICHUX
KOMIIOHEHT.

PH 18. BukopucTtoByBaTi nporpamMHi Ta mporpamMmHo-
amapatHi  KOMIUIEKCH 3aXHCTy 1H(QOpMaliiHUX
pecypciB.

PH 19. 3actocoByBaTu Teopii Ta METOAU 3aXUCTY
oI 3a0e3medyeHHs  Oesmeku  iH¢opmarlii B
1H(pOpMaIITHO-TETEKOMYHIKALIITHUX CUCTEMAX.

PH 20. 3abe3nevyBaTu (GyHKLIOHYBaHHS
CHEIaIbHOTO MPOTPaMHOTO 3a0€3MeUeHHs, 1100
3aXHCTy iHdopmarii Bif pyI/IHy}quX MIPOTPaMHUX
BILJIUBIB, pyHHy}qux KOMiB B iH(OpMAIIHO-
TEJICKOMYHIKAIITHIX CHCTEMaX.

PH 21. BupimyBaru 3amaui 3a0e3neyeHHs Ta
CynpoBojy (B T.4.: OTJISA, TECTYBaHHS, IMTiA3BITHICTD)

CUCTEMU yIpaBIiHHS JOCTYIIOM 3T1AHO
BCTAHOBJICHOT TOJITUKK Oe3neku B 1HGOpMaIiitHuX
Ta 1H(DOpMaIIHHO-TEIEKOMYHIKAIITHUX

(aBTOMaTU30BaHMX) CUCTEMAX.

PH 22. BupimyBatu  3aaauyl  yHOpaBIiHHS
poleaypaMu II[eHTI/I(I)lKaIJ,'ll aBTeHTU(DIKAITIT,
aBTopM3aIlii ~ TpoIeciB 1  KOPUCTyBadiB B
1H(pOopMaIITHO-TeIEKOMYHIKAI[IHTHUX CHCTEMAX
3T1THO BCTAHOBJICHOT MOMITHKY 1H(GOPMAIIHOT 1/a00
KibepOe3nexu.

PH 23. PeanizoByBaTM 3axomu 3  TPOTUMII]
OTPUMAHHIO  HECAHKILIOHOBAHOTO  JOCTyNy IO
iH(hOpMaIITHUX pecypciB 1 MPOIIECiB B
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1HpOopMaIIHHUX Ta iH(opMmariiiHo-
TEJIEKOMYHIKAIMHNX CUCTEM (aBTOMATHU30BaHMUX )
CHUCTEMaXx.

PH 24. BupimyBatu 3aaadi ynopaBiIiHHS JOCTYIIOM
no iHdopmamiifHUX pecypciB Ta TMPOIECIB B
1HbOpMaIIHHUX Ta iH(opmariiiHo-
TEJIEKOMYHIKaIIMHUX (aBTOMATHU30BaHUX) CHCTEMax
HAa OCHOBI MojeNed  yOpaBIiHHS  JOCTYIIOM
(MaHIaTHHUX, AUCKPEIIHHUX, POTHOBHX).

PH 25. 3a0e3nedyBatu BBEICHHS IiI3BITHOCTI
CHUCTEMH YTPABIIHHS JOCTYIOM JO EJIEKTPOHHUX
iHbpopMaIiiHUX  pecypciB 1  TpoOIeciB B
iHopMaIiitHux Ta 1H(opMaliitHO-
TEJIEKOMYHIKAIINHUX (aBTOMATHU30BaHUX) CHCTEMax
3 BHUKOPUCTaHHSAM YpHaJIB peecTpaumii MoIin, iX
aHaJi3y Ta BCTAHOBJICHUX MPOLIEYP 3aXUCTY.

PH 26. BnpoBakyBaTu 3axoau Ta 3abe3nedyBaTH
peaiizaiilo MPOIECIB TOMNEPEIKEHHS OTPUMAaHHIO
HECaHKI[I0HOBAHOTO JOCTYITY 1 3aXUCTY
1H(pOopMaIIHHUX Ta 1H(opmariitHo-
TEJCKOMYHIKAIIHUX (aBTOMATU30BaHUX) CUCTEM Ha
OCHOBI €TaJJOHHOT MOJeNIl B3a€EMOJIIi  BIIKPUTHX
CHCTEM.

PH 27.BupimyBaTu 3a/1a4il 3aXUCTy MTOTOKIB JIaHUX B
1H(bOopMaIITHUX, iH(opMmariiHo-
TEJIEKOMYHIKAIIHHUX (aBTOMAaTHU30BaHUX) CUCTEMAaX.
PH 28. AmnanizyBatTu Ta MPOBOJUTU OLIHKY
e(eKTUBHOCTI Ta PIBHSA 3aXHUIICHOCTI PECypciB
pI3HMX KJaciB B iH(popMamiiHUX Ta 1H(OopMmaIitHo-
TEJIEKOMYHIKAI[IHHUX (aBTOMATHU30BAaHUX) CHUCTEMax
B XOAl TPOBEACHHS  BUNPOOYBaHb  3TiHO
BCTAHOBJICHOT TOJITUKU 1H(DOpMaIiiiHoi Ta/abo
Ki0epOe3nexu.

PH 29. 3naiiicHoBaTH OIIHIOBAHHA MOKJIUBOCTI
peamizaiii TMOTEHHIMHUX 3arpo3 iH(opMarii, 1110
00poOsieThCS B iH(opMariiHo-
TEJEKOMYHIKalIMHUX cucTeMax Ta e(QEeKTUBHOCTI
BUKOPUCTAHHA KOMIUIEKCIB 3ac0o0iB 3aXHCTy B
yMOBax peajizailii 3arpo3 pi3HHX KJIaciB.

PH 30. 3mificHOBaTH OIIHIOBAHHA MOKJIUBOCTI
HECAHKI[IOHOBAHOTO  JOCTYIy  JI0  €JEMEHTIB
1H(MOpMaIITHO-TEIEKOMYHIKAI[ITHUX CHCTEM.

PH 31. 3actocyBatu Teopii Ta METOAM 3aXHUCTy HJIs
3a0e3nedeHHs] Oe3NeKu eNeMeHTIB 1H(dopmalliiiHo-
TEJIEKOMYHIKaLlIHHUX CUCTEM.

PH 32. BupinryBaTu 3ama4i ynpaBimiHHS TPOILIECAMH
BIJIHOBJICHHS LITATHOTO (GyHKIIOHYBaHHS
iH(popMaIIiTHO-TEIEKOMYHIKAIIHHUX ~ CHUCTEM 3
BUKOPHCTAHHSAM TPOIEAYP pPe3epBYBaHHS 3ri1£g{0




BCTAHOBJICHOT MOJIITUKH O€3MEKHU.

PH 33. BupimyBarm 3amaui  3a0e3meyeHHs
Oe3nepepBHOCTI Oi3HEC MPOIECIB OpraHizamii Ha
OCHOBI TE€OPii PU3UKIB.

PH 34. Ilpmitmatu yyactb Yy po3poOii Ta
BIIPOBA/DKEHHI cTpaterii iHdopMaliifHol Oe3neku
Ta/ab0 Ki0epOe3neKy BiAMOBIAHO A0 ITiJIeH 1 3aBIaHb
oprasi3ariii.

PH 35. BupimyBatu 3amaui 3abe3nedyeHHS Ta
CYyNIpOBOAY  KOMIUIGKCHUX  CHCTEM  3aXHCTy
iHbopMaIlii, a TaKOXX MPOTHAIl HECAaHKI[IOHOBAHOMY
JIOCTyny 10 1HGOPMAIIHHUX PECypciB 1 MPOIIECiB B
iHpopMaIiiHuX, 1HpopMaLiiHo-

TEJICKOMYHIKAIIMHNX (aBTOMATH30BAaHUX) CHUCTEMax
3T1JTHO BCTAHOBJIEHOT MOJITHKHU 1H(POPMAaIIiHOI 1/a060
KibepOe3nexu.

PH 36. BusBnsatu HeOe3MeuHi CUTHAIM TEXHIYHUX
3ac001B.

PH 37. BumiproBaTi mnapameTpu HeOE3NEeYHUX Ta
3aBaJIOBUX CHUTHAJIB II1J 4Yac 1HCTPYMEHTAJIbHOTO
KOHTPOJIF0O ~ TPOIECIB  3axucTy 1Hdopmalii Ta
BU3HAYATH €(EKTUBHICTh 3aXUCTy i1H(opmaIi Bij
BUTOKY TEXHIYHUMH KaHaJlaMU BiMOBIIHO JO BUMOT
HOPMATUBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO
3axucTy iHpopMmariii.

PH 38. InrepnperyBatu pe3yJbTaTd NPOBEACHHS
CHeliaJbHUX  BHUMIPIOBaHb 3  BUKOPHUCTAHHSIM
TEXHIYHUX 3aco0iB, KOHTPOJIO XapaKTEPUCTHUK
1H(pOpMaIITHO-TETEKOMYHIKaI[IHHUX CUCTEM
BIIMOBITHO /10 BHUMOI HOPMATHUBHHMX JIOKYMCHTIB
CUCTEMH TEXHIYHOTO 3aXUCTy 1HhOpMAaIIii.

PH 39. IIpoBoautu arecranito (CIHUpaOYMCh Ha
OOJIIK Ta OOCTEKEHHS) PEKUMHHUX TEPUTOPIN (30H),
MPUMIIICHb TOIIO B YMOBAaxX IOJACPKAHHSI PEKUMY
CEeKpeTHOCTI 13  (PIKCYyBaHHAM  pe3yJbTaTiB ¥y
BI/IMOBITHUX JTOKYMECHTaX.

PH 40. InrepnperyBatu pe3yJbTaTH HNPOBEACHHS
CHeliaJbHUX  BHUMIPIOBaHb 3  BUKOPHCTAHHSIM
TEXHIYHHUX 3ac00iB, KOHTpo0 Xapaktepuctuk ITC
BIJIMOBITHO /10 BHUMOT HOPMAaTUBHUX JOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXUCTy 1HpOpMaIIii.

PH 41. 3a0e3neuyBaTé HENEPEPBHICTH MPOIECY
BEJICHHS JKYpPHAIIB peecTparlii mojiid Ta 1HIUIEHTIB
Ha OCHOB1 aBTOMAaTH30BaHUX MPOIICAYD.

PH 42. BonpoBamxkyBaru MpOLECH BUSABJICHHS,
ineHTrdiKarii, aHai3y Ta pearyBaHHS Ha THITUACHTH
1H(popmarliitHoi 1/abo kidbepOe3neKu.

PH 43. 3acTocoByBaTu HalllOHaJIbHI Ta MI>KHAPOIHI
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perymorodi  akté B cdepi kibepOesmexu s
PO3CIIiTyBaHHS 1HITUICHTIB.

PH 44. BupimyBatu 3amadi  3a0e3Me4eHHs
Oe3nepepBHOCTI Oi3HEC-TIPOLIECiB  OpraHizaiii Ha
OCHOBI TeOpii PHU3UKIB Ta BCTAHOBJIEHOI CHCTEMHU
yr[paBJ'IlHHH 1H<1)0pMau1HH010 0e3neKoro, 3riAHO 3
BITYM3HIHUMH Ta MDKHApOAHUMHU BHMOTaMHU Ta
CTaHJIapTaMH.

PH 45. 3acrocoByBatu pi3HI KJIach MOJITUK
iHpopMariiiHoi Oe3meku Ta/abo KiGepOesneku, Mo
0a3yloTbcsI Ha PHU3UK-OPIEHTOBAHOMY KOHTPOJII
JOCTYyMy 110 1H(POpMaIITHUX aKTHUBIB.

PH 46. 3niiicHroBaTy aHai3 Ta MiHIMI3aIlll0 PU3HUKIB
00poOKHU 1HpopMarIii B iH(pOopMaIiiHO-
TEJIEKOMYHIKAIITHUX CUCTEMaX.

PH 47. BupinryBatu 3aj1adi 3axucty iHpopmaiiii, 1o
00poOsieEThCS B iH(opMmariiHo-
TEJIEKOMYHIKaLIMHUX CUCTEMaX 3 BHUKOPUCTAaHHIM
Cy4yaCHHUX METOAIB Ta 3ac00iB KpHUNTOrpadiuHOIro
3axucTy iHpopmarii.

PH 48. BukonyBaTu BHpPOBaJKEHHS Ta MIATPUMKY
CHCTEM BHUSBIICHHS BTOPTHEHb Ta BUKOPHUCTOBYBATH
KOMIIOHEHTH  KpPUNTOrpa(iuHOrO  3aXUCTy  JUIs
3a0€3MeUYeHHs] HEOOXITHOTO PIBHS 3aXHUIIEHOCTI
iH(popmalii B 1H(GOpMAaILITHO-TEITEKOMYHIKAIIITHIX
CHUCTEMaXx.

PH 49. 3a0e3neuyBatu HajexHe (DyHKIIIOHYBaHHS
CUCTEMHU MOHITOPHHTY 1H(QOpPMAIIHHUX PEeCypciB 1
mpoiieciB B 1H(OpMAIIHHO-TEICKOMYHIKAIIHHUAX
CHCTEMaX .

PH 50. 3abe3neuyBaru GyHKIIOHYBaHHS
MpPOrpaMHUX Ta MPOTPAMHO-ANapaTHUX KOMIIIEKCIB
BUSIBJICHHS BTOPTHEHb PI3HUX PIBHIB Ta KJaciB
(CTaTUCTUYHUX, CUTHaTypHUX, CTaTUCTUYHO-
CUTHATypHUX).

PH 51. [IlintpumyBaTu  mpane3faTHICTh — Ta
3a0e3neduyBaT KOH(MIrypyBaHHS CUCTEM BUSBIICHHS
BTOPTHEHb B 1H(OPMAIIHHO-TEICKOMYHIKAI[IHHUX
CHUCTEMaXx.

PH 52. BuxopuctoByBaTM I1HCTPYMEHTApid IS
MOHITOPUHTY MPOIIECiB B iH(bopMmarriitHo-
TEJIEKOMYHIKAI[IHHUX CUCTEeMaX.

PH 53. BupimyBatu 3amaui aHamizy OpoOTrpaMHOTO
KOJY Ta HassBHICTb MOXJIMBHX 3arpo3.

PH 54. VYcBigmomiaoBaTH IIHHOCTI TPOMaJsHCHKOTO
(BIIBHOTO ~ JAEMOKPATHYHOTO)  CyCHUIbCTBA  Ta
HEOOX1/IHICTh HOTO CTajIoro PO3BUTKY, BEPXOBEHCTBA
npaBa, npaB 1 cBOOOJ JIOJUHU 1 TPOMaJsSHUHA B
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VYkpaiHi.

PH 55. 3abe3neunTu HajexHE 3aCTOCYBAHHS
AITOPUTMIYHHIX MaTeMaTUYHUX aCTIeKTIB
KpUnTorpadiuHoro 3axucty iHpopmarii.

PH 56. BukonyBatm KOH(ITypyBaHHS CHCTEM
BUSBIICHHSI  BTOPIHEHb Ta  BUKOPHUCTOBYBATH
KOMIIOHEHTH 3aXUCTY TUTST 3a0e3MeYeHHS
HeoOximHoro piBHs 3axuiieHocTi [TC.

PH 57. IlpoextyBatu cucCTeMHU 1S 3iHCHEHHS
NOJITUKA O€3MeKd Ha OCHOBI BUKOPHCTAHHS
Cy4YaCHUX TPHUHIIMITIB, CIIOCOO1IB Ta METOIIB TEOPii
3aXUIICHUX CHCTEM.

8 — PecypcHe 3a0e3neueHHs1 peaJizauii nporpamu

Kaapose 3a0e3neueHHst

Kanpose 3abesneuenns OIIl ¢opmyerbes, B
OCHOBHOMY 3a paxyHOK Kadeapu MEHEHKMEHTY Ta
oesneku iH(opMaliitHux cucteMm. Jlo BUKIaIaHHS
JUCHUIUIIH 3aJIy4arOThCAd TakoX 1HII  Kadeapu
bakyabTeTy MEHEIKMEHTY Ta Oe3reKu
iH(dopMaIliiHUX cucTeM, 1 yHiBepcutery. KepiBHUK
MPOEKTHOI ~ TPpymu  OCBITHBOI  TporpamMu  Ta
BUKJIQIAlIbKUN  CKJIaJ, sKAi  3abe3medye i
peajizarlito, BiANOBIIal0Th BUMOTaM, BU3HAYCHUM
JlineH31ifHUMU yMOBaMu MTPOBA/I>)KEHHS OCBITHHOT
TISUTBHOCTI.

MarepiajibHO-TeXHiYHE
3a0e3Mme4eHHs

MarepiaibHO-TeXHIUYHE 3a0e3MeUeHHsI BiAMOBIIAE
BuMoram  JlimeH31MHUX  YMOB  IIPOBAJKCHHS
OCBITHBOI JISJIBHOCTI, B TOMY YHCJIl BKJIFOYA€E B ceOe
cydacHi Jnaboparopii Llentpy iHbopmariitHux
TEXHOJIOTIM Ta 3axucty 1Hdopmalii, 30kpema
KOMIT IOTEpHI KJ1acu MepexeBoi akanemii Cisco ta IT
Axanemii Microsoft, HayxoBo-gociaHy
71a060paTOPII0 TEXHIYHOTO 3aXUCTY 1H(pOpMaIIii.

Indopmaniiine Ta
HABYAJILHO-METOIHMYHE
3a0e3neYeHHs

BignoBimno g0  Bumor  JlimEH31MHUX  YMOB
MIPOBAKEHHS OCBITHBOI JIISUIBHOCTI BKIIOYA€E B ceOe
010;10TeYHI  pecypcH,  €JIEKTPOHHI  HaBYaJIbHI
pecypceu, cait BHTY Ta caiit kadenpu, Ha sikux
pO3MillleHa OCHOBHA 1H(opMaIlis 1010 OCBITHHOT
nisuibHOCTI 3a OI1.

9 — AkageMiuHa MOOLJILHICTDH

HamionanbHa KpeauTHA
MOOIIBHICTEL

3M1MCHIOETBCA HAa MIACTaBl YKJIAJEHHS YroJ Ipo
CHIBPOOITHULITBO MK YHIBEPCUTETOM Ta BUIIUMU
HaBYaJbHUMU 3aKJIalaMHd Y KpaiHH.

MixkHapoaHa KpeauTHA
MOOIIBHICTEL

3MIMCHIOETHCS Ha TIACTaBl YKIAJACHHS YTOJl MIXK
VYHIBEpCUTETOM Ta TPYNOK BHIIUX HABYAIHHHUX
3aKIaaiB  PI3HUX KpaiH 3a  Y3rOUKCHUMHU Ta
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3aTBEPIKEHUMHA Y

BCTAHOBJICHOMY
1HAVBITyaIbHUIMH HAaBYAIHbHUMU TJIAHAMU CTYACHTIB
Ta MporpaMaMH HaBYAIBHUX AWCIHILTIH, & TAaKOX B
paMKax MIKYPSJIOBHX Yrof MpO CIIBPOOITHUIITBO B
rajxysi OCBITH, MDKHAPOJHUX MTPOCKTIB, B IKUX
VYHiIBepcUTET IpUliMae y4acTh, IPaHTIB Ta iH.

HOPSAAKY

HaBuanHns iHO3eMHHX
3100yBaviB BUIIIOI OCBITH

3a 1aHOIO0 OCBITHBOIO MPOTPAMOIO TependavdeHo
HaBYaHHS 1HO3EMHUX 37100yBayiB BUIIO1 OCBITH

2 TlepeJiik KOMIIOHEHT OCBITHbLO-NIpodeciiiHol MporpamMm Ta ix JoriuHa

MOCJIII0OBHICTEL

2.1 Tlepenik KOMIOHEHT OCBITHBO-MPOQECIITHOT MporpamMu

Kon KommoHeHTH OCBITHBOI IporpamMu (HaBYaJIbHI Kinbkictb dopma
H/IT JUCIUILTIHU, KYPCOBI MPOEKTH (POOOTH ), IPAKTHUKH, KPEAWTIB | MiACYMKOBOTO
kBamidikariiina podoTa) KOHTPOJTIO
OBOB’A3KOBI KOMITOHEHTHU
3aranpHi
1.1. Icropis Ta KynbpTypa YKpainu 3,0 3aJiK
1.2. dinocodis 3,0 3aJiK
1.3. ITomiTonoris 3,0 3ajiK
14. VYkpaiHcbka MOBa 32 IpOQeCiiHUM CIIPSIMYBaHHIM 3,0 3aJiK
1.5. IHo3eMHa MOBa 3a npodeciitHIM CIpsSMyBaHHSM 8,0 3aJiK
1.6. Buia MmaTemaTuka 12,0 1CTIUT
1.7. dizuka 10,0 1CIIUT
[Tpodeciiini
1.8. MaremMaTHuH1 OCHOBU KpHUnTorpadii 4,0 icnuT
1.9 OCHOBH KOMIT'IOTEPHOI TEXHIKH 3,0 ICITAT
1.10. Indopmariitui TexHomorii 3,0 3aI1K
1.11. InTepHeT TexHoOrI Ta KibepririeHa 4,0 icnuT
1.12. TeopernuHi ocHOBH MpolieciB y kibepOesmeri 11,0 icnuT
113, CxeMoTexHiKa 8,0 3aJIK, ICIIUT
114 OcHosu HAYKOBHX JIOCIIIJ)KEeHb, aHai3y Ta CHHTE3Y 40 icnuT
iHpopmanii ’
1.15. VYpaBiiHHA pU3UKaMU Ta OL[IHIOBAHHSI 3aXUIIEHOCT1 6.0 3aJliK , ICIIUT
1H(popmarii ’
116. IndopmartiitHo-TeneKOMyHIKaIlii{HI CUCTEMHU 3.0 icnut
1.17. OCHOBHM TE€XHIYHOTO 3aXHCTy 1HQOpMaIil 50 icnuT
118, YrpaBniHHS IHIUAEHTaMU 1H()OPMaIIiifHOT 6e31eKu 4.0 ICITAT
1.19. OcHoBu iHpOpMaIiitHOi Oe3mekn (BCTym 10 (haxy) 3,0 3aJiK
1.20. TexHoorii nmporpamyBaHHs (B T.4. KypcoBa poOoTa) 11,0 3aJiK , ICIIUT
1.21. 3axucT NporpamMHoOro 3ade3nevyeHHs 4,0 icnuT
122 MertposoriuHe 3a0e3MedeHHs: CHCTEM 3aXUCTy 1Hpopmarii 3,0 3aJiK
1.23 ba3u nanux i 3HaHb (B T.4. KypcoBa poboTa) 6.0 icnuT
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OcHoBu kpunrorpadigaoro 3axucrty iHdopmartii (B

3ajIiK, 1CITUT

1.24 8,0
T.4. KypcoBa po0OoTa)
195 CI/ICTeMI/IvpraBJ'IiHHH iH(dopMaIiiiHo0 6e31meKoro (B T.4. 10,0 3aliK, iICIUT
e KYpPCOBUH ITPOEKT)
1.26. MeHnemxMeHT iH(QOpMaIiiHO 0e3MMeK0I0 7.0 3aJliK, 1ICIIUT
127 [IpaBoBi Ta opranizauiiiHi 3acaau yIpaBiIiHHS 40 icnuT
o iH(opMaIliiiHO 0e3MeK0I0 ’
1.28. ExoHoMika, oprani3allis Ta ynpaBJliHHS O13HEC MporecaMmu 30 3alTiK
1.29. BUPOOHMYA MTPAKTHKA 9,0 3aJiK
1.30. MepeTUIUIOMHA MPAKTHKA 45 3aI1K
1.31. OakanaBpchKa AUIIJIOMHA poOoTa 10,5
3araabHui 00cAT 000B’A3KOBUX KOMIIOHEHT 180
BUBIPKOBI KOMIIOHEHTH 3A BLIbHUM BUBOPOM CTYJIEHTA
3aranabHi
2.1. Jucuurmiinu rymaiTapHoi Ta $inocodchbKoi miAroTOBKU 3,0 3aIK
2.2. JIMCUMIUTIHU CYCHIIBHO-MIONITUYHOI MiATOTOBKU 3,0 3aTK
2.3. JIMCHMIUTIHA €KOHOMIYHOT I1TOTOBKH 3,0 3aTK
2.4. [[.I/ICI_II/IHJ'IiHI/I 3 MEHEPKMEHTY 1HHOBALIIiHOTO 3,0 3aTK
1 IIPUEMHUIITBA
[Tpodeciiini
2.5. Jucurniina 1 5,0 3aJTiK
2.6. Jucurniina 2 5,0 3aJTiK
2.7. Jucruriina 3 5,0 3aI1K
2.8. Jucuuriiina 4 5,0 3aI1K
2.9. Jucumutina 5 5,0 3aI1K
2.10. Jucuumiina 6 5,0 3aI1K
2.11. Jucuumaina 7 5,0 3aI1K
2.12. Jucuumiina 8 5,0 3aI1K
2.13. Jucuumiina 9 4,0 3aI1K
2.14. Jucuumnina 10 (HaBuanbHA MPaKTUKA) 4,0 3aI1K
60
3AT'AJIBHUMUA OBCAIT 3A IINTAHOM 240

BiiicekoBa miaroroBka

@DaKyJIbTaTUB
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2.2. CTPpYKTYpPHO-JIOTiYHA cXeMa OCBITHbO-MIpogeciiiHOI mporpamu

1 cemecTp 2 cemecTp 3 cemecTp 4 cemecTp 5 cemecTp 6 cemecTp 7 cemecTp 8 cemecTp
L L
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!
BK 2
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BK 6




3 @opmu arecranii 3100yBaviB BUIIOI OCBITH

®opMmu aTecTamii 3100yBaviB BUIIIOI OCBITH

ATecrariiss 3iMCHIOETBCA Y (Qopmi TyOJIYHOrO 3aXUCTy KBalidikariiHol
poOOTH.

Ha arecramito BHUHOCHUTBCS CYKYIIHICTh 3HaHb, YyMiHb, HaBHYOK, I1HIIUX
KOMIIETEHTHOCTEH, HAa0yTUX OCO0O0I0 Yy MpOIECi HAaBUaHHS 3a CHelliayibHICcTIO 125
KibGepbesnexka.

Jlo arecrariii JOIMyCKAarOThCSA CTYICHTH, SKI BUKOHAIM BCl BUMOTH IPOTpPaMu
M ATOTOBKH.

Bumoru g0 kBaJgigikaniiinoi podoru

Kpanidikamiitna pobora nepeadadae po3B’si3aHHS CHEIlali30BaHOl 3a7a4l B
rajnysi iHpopMailiitHoi Ta/abo KidepOe3neKH.

Kgsanigikaiiitna pobota Mae OyTu niepeBipeHa Ha IuUiariar.

Kganmidikarmiitna pobora mae OyTH ONpUIIIOJHEHA HAa CcalWTi BiHHHUIIBKOTO
HAI[IOHAJIBHOTO TEXHIYHOTO YHIBEPCUTETY.

4 BuMoru 10 HAsiBHOCTi CMCTeMH BHYTPIlIHbOI0 3a0e31e4YeHH s
SIKOCTi BHIIIO] OCBIiTH

VY BUIIOMY HaBYaJbHOMY 3akjiaji (PYHKIIIOHYe cucTeMa 3a0e3MeUeHHs SIKOCTI
OCBITHBOT JISTBHOCTI Ta SIKOCTI BHINOT OCBITH (CHCTEMa BHYTPIIITHBOTO 3a0€3MEUCHHS
SAKOCTI), fIKa mepeadavac 3M1MCHEHHS TaKUX MPOIEAYp 1 3aX0/1iB:

1) BU3HAUCHHSI IPUHIIMIIIB Ta MPOIEAYP 3a0€3MEUSHHSI SKOCTI BUILOT OCBITH;

2) 311iiCHEHHS] MOHITOPUHTY Ta MEPiOANYHOTO MEePErIsay OCBITHIX Iporpam;

3) miopivHe OIiHIOBaHHS 3700yBayiB BHIIOi OCBITH, HAYKOBO-TIEAArOTIYHUX 1
NeJaroriyHuX TMpaIliBHUKIB BUINOTO HABYAJBHOTO 3aKjiaay Ta PpEryJispHe
OTIPUJTIOJTHEHHSI PE3yJIbTAaTIB TAaKUX OIIHIOBaHb Ha O(DIiIifHOMY BeO-CalTi BHUIIOTO
HaBYaJILHOTO 3aKJIay, Ha IHPOpMaLIMHUX CTEHAAX Ta B Oyb-SKUI 1HIIHI c0Ci0;

4) 3a0e3meyeHHs MIIBUIICHHS KBami(ikamii megaroriyHux, HAyKOBUX 1
HayKOBO-TIE€IArOT1YHUX MPAalliBHUKIB;

5) 3abe3neueHHs HAsBHOCTI HEOOXITHUX PeCypcCiB JJIsl OpraHisaiii OCBITHBOTO
Iporecy, y TOMY YHCI CaMOCTIMHOI POOOTH CTYIEHTIB, 3a KOXKHOIO OCBITHBOIO
IpOrpamMoro;

6) 3a0e3rnedeHHs HASBHOCTI I1HGOPMAIIMHUX CHCTEM IS SPEKTUBHOTO
YIPAaBIIIHHS OCBITHIM MPOLIECOM;

7) 3abe3mneueHHs myOJaiYHOCTI iH(OpMAIlT PO OCBITHI NpOTrpaMu, CTYIEHI
BHUIIIOi OCBITH Ta KBaJi(iKarlii;

8) 3abesmeuyeHHs e(DEKTMBHOI CHCTEMHM 3amo0iraHHs Ta  BHSBIICHHS
aKaJeMIuYHOTO TUIariaTy y HAyKOBUX TMpalsgx MparliBHUKIB BHINUX HaBUYaJIbHUX
3aKiIaaiB 1 3100yBaviB BHINO1 OCBITH;

9) iHmMX TpOIEIyp 1 3aXO0/iB, SAKi 3a0€3MeUYyI0Th HAJCKHHHA PIBEHb SKOCTI
BUIIOT OCBITH.

19



5 IlepeJtik HOPMATHBHHUX JOKYMEHTIB, HA AKMX 0a3y€ThCs
CTAHJAAPT BUIIOI OCBITH

— 3akoH Ykpainu «IIpo Buimry ocity» 01.07.2014 Nel556-VII - [Pexum
noctymy: http://zakon4.rada.gov.ua/laws/show/1556-18];

— 3akon VYkpainm «lIpo 3axumcr indopmamii B iH(pOpMaIiiiHO-
TEJICKOMYHIKaIiHUX CUCTEMAX» [Pexum JOCTYITY: http://
https://zakon2.rada.gov.ua/laws/show/80/94-p];

— 3akoH VYkpainu «lIpo ocHOBHI 3acagu 3abe3nedyeHHs KibepOe3neku
VYkpaiam» - Binomocti Bepxosnoi Pagu (BBP), 2017, Ne45, cT1.403;

— IlocranoBa Kab6inery MinictpiB Ykpainu Big 30.12.2015p. .Nel187 «IlIpo
3aTBep/KeHHs JIIeH31MHUX YMOB MPOBA/KEHHS OCBITHBOI MISUIBHOCTI» [Pexkum
noctymy: http://zakon4.rada.gov.ua/laws/show/1187-2015-n/page];

— IlocranoBa Kabinery MinicTpiB Ykpainu «IIpo 3aTBepaKeHHs MHeEpEIiKy
rajy3eil 3HaHb 1 CHELIAJbHOCTEH, 3a SKUMH 31MCHIOEThCS MIATOTOBKA 3/100yBayiB
Bumoi  ocBitm»  Big  29.04.2015  p.Ne266. [Pexumm  nmoctymy:  http://
zakon.rada.gov.ua/laws/show/266-2015-m];

— Hamionaneuuii xnacugikatop Ykpainu: "Knacugikatop npodeciiny JIK
003:2010 [Pexxum goctymry: http://www.003.com];

— Hakaz MOH Vkpaian Nel074 «IIpo 3aTBepmkeHHsA CTaHAAPTYy BHILOI
ocBiTH 3a cremanbHicTiO 125 «KibepOesneka» ramysi 3Hanb 12 «IHpopmariiiini
TEXHOJIOT1i» yIst mepiioro (0akaaBpCchKoro) piBHs BUIOi ocBiTH» Big 04.10.2018 p.;

—  «JlokTpuHa 1HQOpMaLIiHOiI Oe3reKku YKpaiHW», 3aTBEPIXKEHO YKazoMm
[Ipesunenta Ykpainu Big 25 motoro 2017 poky Ned7/2017. [Pexum noctymy:
https://www.president.qov.ua/documents/472017-21374];

— Pimenns Pagu HarioHansHO1 Oe3neku 1 06opoHu Ykpainu «IIpo ctparterito
kiOepoOesnekn Ykpainm» Big 27.01.2016 p., yBenenoro B mi0 Yka3zom l[lpesuaenra
Ykpainu BiJl 15.03.2016 p. No96. [Pexxum JOCTYMY:
https://www.president.gov.ua/documents/2422016-20141];

— IlonoxxeHHs Mpo TEeXHIYHUHN 3axuUCT iHGopMmalii B YKpaiHi, 3aTBEpHKEHE
VYkazom [Ipesunenta Yipainu Big 27 BepecHs 1999 p. Ne1229;

— IlonoxxeHHs mNpo MOPAOOK 3AIMCHEHHS KpPUOTOrpapiyHOrO 3aXUCTY
iHdopmariii B Ykpainu, 3atBepmkene YkazoM [Ipesunenta Ykpaiau Bim 22 TpaBHS
1998 p. Ne505;

— IlpaBuna 3a0e3nedeHHs 3axucty 1Hdopmalii B  iHMOpMaIIHUX,
TEJICKOMYHIKaIlIHHIX Ta 1H(pOpMaITIITHO-TeIeKOMYHIKAIITHUX cucremax,

3aTBepKeH1 mocTaHoBoro Kabinery MinicTpiB Ykpainu Big 29 6epesns 2006 p.
Ne373.
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IHosicHIOBAJILHA 3alIUCKA

OcaiTHRO-TIpO(eciifHa MporpamMa MICTUTh HPOrpaMHI KOMIETEHTHOCTI, IO
BU3HAYaAIOTh CIeU (iKY MiArOTOBKH O0aKagaBpiB 31 cremiaibHOCT 125
«Kibepbe3neka» Ta mporpamHi pe3ylbTaTd HABUaHHS, SKI BHPaXalOTh Te, IO
CTYJICHT ITOBUHEH 3HATH, PO3YMITH Ta OYTH 3JJaTHUM BUKOHYBATH ITiCIIs YCIIITHOTO
3aBepIIIEHHS OCBITHBOI IporpaMu. B Tabmmisax 1, 2 HaBeeH1 MaTPUIl BIMOBIIHOCTI
BH3HAYCHUX OCBITHBOIO IPOrPAMOIO0 pe3yJbTaTiB HaBYaHHS (KOMIICTCHTHOCTCH) Ta
OCBITHIX KOMIIOHEHTIB.
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Honatox A

Taoauus 1. MaTpuus 3a0e3ne4eHHs] IPOrPAMHHUX Pe3yJibTAaTiB HABYAHHSA 000B’A3KOBMMH OCBITHIMU KOMIIOHEHTAMU
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Taoauus 2. MaTpuus BiANOBIIHOCTI KOMIIETEHTHOCTE 000B’AI3KOBUM OCBITHIM KOMIIOHEHTaM
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Jonatok b

Taoauus 3. 3segena Tadauust paxoBUX KOMIIETEHTHOCTeH Ta pe3yJIbTaTIB

HaBYaHHHA

daxoBi KOMIIETEHTHOCTI

Pe3ynbpTaT HaBYaHHS

CK 1. 3paTHicTh 3aCTOCOBYBaTH
3aKOHOJABYYy Ta  HOPMATHBHO-
paBoOBY 0a3y, a TaKOX JEprKaBHI
Ta MIKHApPOJHI BUMOTH, IPAKTHUKU
1 CTaHJIApTH 3 METOI0 31HCHEHHS
npodeciiiHol TISTTBHOCTI B Tary3i
1H(popMaLIiHOT Ta/abo
K10epOe3neKH.

— TOTYBaTH MPOMO3HUIIil O HOPMATUBHHUX AKTIB 1
JIOKYMEHTIB 3 METOI0 3a0e3MeYeHHs] BCTAHOBJIEHOT
MOJTITHKHA iH(hOopMaIIiiHOT Oe3rexku 1/abo
KiOepOe3neKu;

—  pO3pOoO0JATH MPOEKTHY ITOKYMEHTAIl0, 00
MPOrpaMHUX Ta MPOTPAMHO-AMAPATHUX KOMILJICKCIB
3aXHCTY 1H(popMaIiitHUX, 1H(popmariiiiHo-
TEJIEKOMYHIKAI[IMHUX (aBTOMATHU30BaHUX) CUCTEM;
— BUKOHYBAaTH aHami3 peamizamii MNpUHHATOL
MOJIITUKH 1H(pOpMaIiiHOT /a0 KibepOe3neKy.

CK 2. 3gaTHICTh 10 BUKOPUCTAHHS
iH(OopMaIliHHO-KOMYHIKaI[IHHIX
TEXHOJIOT1H, CydaCHUX METO/IIB 1
Mozenel 1HpopMaliifHoi Ta/abo
KibepOe3neku.

— 3maiiicHIOBaTH Mpod)eciiiHy TisIIbHICTh Ha OCHOBI
3HaHb CYyYacHHX 1H(OpPMAIIHO-KOMYHIKAI[IHHUX
TEXHOJIOT1H;

— po3pobusTH Ta aHaJi3yBaTH IPOEKTH
iH(hOopMaIlIHHO-TeIEKOMYHIKAI[I HHUX CUCTEM
0a3yrounch Ha CTaHAAPTHU30BAHUX TEXHOJIOTISAX Ta
MIPOTOKOJIaX Mepeiadl TaHuX;

— 3acTOCOBYBaTH B mpodeciiiHii  TIsIBHOCTI
3HAHHS, HABUYKU Ta TPAKTHUKU, WIOJO0 CTPYKTYp
CydyacHHX OOYHCIIOBAJIBHUX CHCTEM, METOMIB 1
3aco0iB 00poOku  iH(poOpMmarlli,  apXiTEKTyp
OTepaIlifHUX CHCTEM;

— 3IIACHIOBATH 3aXHCT PECypciB 1 MpPOIECiB B
1H(OpMaLiTHO-TEIeKOMYHIKAI[IHHUX CUCTEMax Ha
OCHOBI Mojenel Oe3nekn (KIHIIEBHX aBTOMATIB,
ynpasiiaas motokamu, Bell-LaPadula, Biba, Clark-
Wilson, Ta iHIII), @ TAKOK BCTAHOBJIEHUX PEKHUMIB
O0e3ne4yHoro  (pyHKIIOHyBaHHsA  iH(poOpMaliiHO-
TEJIEKOMYHIKAI[IHHUX CHCTEMaX;

— BHUKOHYBAaTH aHaJi3 MPOTPAMHOTO 3a0e3MeueHHs
3 METOIO OI[IHKHM Ha BIAMNOBIAHICTE BCTAHOBJIEHHUM
BuMoram iHpopmariiiHoi i/abo kiOepOesmeku B
iH(pOpMaIliiiHO- TETEKOMYHIKaLIHHUX CUCTEMaX.

CK 3. 3naTHicTh 10 BUKOPUCTAHHS
MPOTpaMHKX Ta MPOrPaMHO-
amapaTHUX KOMILJIEKCIB 3ac00y
3axucTy iHopmaii B
iHpopMarliitHo-
TEJIEKOMYHIKaIIHIX
(aBTOMATHU30BaHUX) CUCTEMAX.

— 3abe3neuyBaru nporecu
1H(pOpMaLIifHO-TeIEKOMYHIKAIIIHTHUX
(aBTOMATH30BaHUX) CUCTEM ILIJISIXOM BCTAHOBJICHHS
Ta KOPEKTHOI eKCIUlyatailii MpoTpaMHHUX Ta
MporpaMHO-anapaTHUX KOMILJICKCIB 3aco0iB
3aXHCTY;

— 3abe3nedyBaTH (YHKIIOHYBAHHS CIIELIATHHOTO
IPOTPaMHOro 3a0€3MeUeHHs, 00 3aXUCTY AaHUX
BiJl pyHHYIOUHMX NPOTPAMHUX BIUIMBIB, PyHHYIOUHX
KOJIIB B iHopMamiitanx,  iH(opMaliitHo-

3aXUCTy
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TEJICKOMYHIKAI[iTHUX (aBTOMaTH30BaHUX)
CHCTEMAX;

—BHUKOHYBAaTH PO3pOOKY eKCILTyaTaIiiHo1
JIOKYMEHTAIIii Ta KOMIIJIEKCIB 3aC001B 3aXHCTY.

CK 4. 3naTHicTh 3a0e3neuyBaTi
HETMepEePBHICTh O13HECY 3T1AHO
BCTAHOBJICHOI MOJITUKHI
iHdopmariiftHoi Ta/abo
KiOepOe3meKy.

— BHpILIYBATH 3a/1a4l CynpoBoay ( B T.UHCIIL:
OTJIsil, TECTyBaHHS,  TMIJA3BITHICTb)  CHCTEMH
VOpPaBIiHHA  JOCTYHOM  3TIJHO  NPHUHIIMIIB,
KPUTEPIiB JOCTYIy A0 BCTAHOBJICHOI MOJITUKH
Oesrieku B iHQopMamiiiHuX Ta 1HGOpPMAIIHHO-
TEJIECKOMYHIKAI[IHHUX (aBTOMATHU30BaHUX)
CHCTEMaX;

— peani3oByBaTH 3aXO0Jd 3 MPOTHAIl OTPUMaHHIO
HECaHKI[IOHOBAHOTO JIOCTYyNy J0 iH(OpMaIliiHuX
pecypciB 1 1mpoueciB B 1HQOpMaUIMHUX Ta
iH(hOopMaIlIHHO-TeIEKOMYHIKAI[IHHUX
(aBTOMAaTH30BaHUX) CUCTEMAX;

— BUpINIYBaTH 3a7adi YyMpaBIIiHHSA JOCTYIIOM JO
iHpopMalIHUX  pecypciB Ta  HpPOLECIB B
iHOpMaIIHHIX Ta iH(pOopMaIIiifHO-
TeJICKOMYHIKaI[IHHUX (aBTOMATHU30BaHUX )
CUCTEMaX Ha OCHOBI MOJEJNeWd  yIpaBIIiHHA
JTOCTYNoM (MaHJaTHUX, TUCKPEIIHUX, POJIbOBHX);
—  BHpIIIYBAaTH 3a7advi IICHTPAi30BaHOTO 1
JELEHTPATI30BaHOTO AJMIHICTPYBAaHHSA JIOCTYIIOM
10 1HpopMaUIWHUX pecypciB 1 TMpoOLECciB B

iH(OpMaIIHHIX Ta iHdopMaIiiHo-
TEJIeKOMYHIKaI[ITHUX (aBTOMATHU30BaHUX )
CUCTEMaXx;

— 3abe3medyBaTH BBEJCHHS ITiJI3BITHOCTI CHCTEMH
VIPaBIiHHA JIOCTYNOM iH(OpMaIiitHUX pecypciB i
mpoiieciB B iHGOPMAIIHHO-TEIEKOMYHIKAI[IHHUX
CUCTEeMaXx.

CK 5. 3naTHicTh 3a0e3meuyBaTH
3aXHCT iHpOpMAIIii, 0
00po0sieThest B iH(pOpMaIIiiHO-
TEJIEKOMYHIKaIlIHIX
(aBTOMATHU30BaHUX) CHCTEMax 3
METOI0 peaizaiii BCTAaHOBIICHOT
MOJIITUKY 1H(OpMaIiifHoi Ta/abo
KibepOe3neku.

— 0o0upaty OCHOBHI METOJIM Ta 3aCO0M 3aXUCTY
iHdopmarlii BIAMOBITHO JO BHMOT CYYacHHUX
cTaHmapTiB iHbopMaliitHoi Ta/abo KibepOesmekw,
Ta KpUTepiiB Oe3neku 1HGOopMaliitHUX TEXHOJIOTIH,
3aCTOCOBYIOYM CHCTEMHHH MiAXiJ Ta 3HAHHS OCHOB
Teopii 3axucty iHpopmarii;

— BUpIIIYBAaTH 3a/adi YMpaBIiHHSA MPOLEAYPAMU
imenTudikaii, aBTeHTHU(IKAIIII, aBTOpHU3aIlii
KOpUCTYBauiB 1 mpomeciB B iH(OpMaLiiHUX Ta
1H(pOpMaIliITHO-TeNEeKOMYHIKaIHHUX
(aBTOMATH30BaHUX) CUCTEMAX;

— MPOEKTYBaTH Ta pealli3oBYBaTH KOMIUIEKCHI
CHCTEMH 3aXHCTy iH(opMalii B aBTOMaTH30BaHUX
CUCTeMax oprasizamii (miampueEMCTBA) BIAMOBITHO
0 BUMOT HOPMATHBHHUX JIOKYMEHTIB CHCTEMH
TEXHIYHOTO 3aXHUCTy iH(popMaii;

— BUPINIYBATH 33J]a4i 3aXUCTY IMOTOKIB TaHUX B
iH(hopMaIliiHuX, 1HPOpMAIlIHO- 27




TEJICKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX )
CUCTEeMaXx;

— BW3HAYaTH PIBEHb 3aXHUIICHOCTI IHPOpMAIIITHUX
pecypciB B IHpopMaLiiiHuX Ta iHPpOpMaLiiiHO-
TEJIEKOMYHIKAIIHHUX (aBTOMATHU30BaHUX )
CHCTEMaX;

— BHUKOpPUCTOBYBAaTH IHCTPYMEHTaJbHI 3acolu
OLIIHIOBaHHSI MOKJIMBOCTI peaji3allii MOTeHIIIHUX
3arpo3  iH(popmamii, 1mo  oOpoOIseEThCS B
iH(hOpMaIlIHHO-TeIEKOMYHIKaI[IHHUX
(aBTOMaTHU30BaHUX) CUCTEMAX.

CK 6. 3naTHicTh BITHOBIIIOBATH
TaTHE (PYHKI1IOHYBaHHS
1H(popMaLIfHUX, 1HPOPMaLIIHHO-
TEJIEKOMYHIKaIIHIX
(aBTOMATHU30BaHUX) CUCTEM ITiCJIS
peaizaiii 3arpo3, 371HCHeHH
ki0epaTak, 3001B Ta BIIMOB PI3HUX
KJIaCIB Ta MOIIKOIKEHHS.

—  BHpIINIYBATH 3ajJadl YOpaBJIiHHS HpoLecaMu
3a0e3meyeHHs Oe3rmepepBHOCTI Oi3Hecy 3
BUKOPHUCTAHHIM npoueayp pe3epByBaHHS
IpOrpaMHOro 3a0e3mneueHHs Ta 0e3MnocepeHbOo
iH(OpMaIIHHUX PECYPCIB;

— BHUpINIYBaTH 3aJa4i KOPEKIIi IiJeH, cTpaTeriu,
aHiB  3abe3neueHHs Oe3mepepBHOCTI  Oi3Hec-
MpolieciB Ticas 3M1MCHEHHs1 Kibeparak, 300iB Ta
B1JIMOB pI3HUX KJIaCiB;

— CTBOPIOBATH 1 BIPOBAKYBATH TUIAHH IPOIIECY
3a0e3neueHHs 6e3nepepBHOCTI Oi3HECY;
—BHUKOHYBAaTH aHaJli3 HAJIAITYBAHb €JIEMEHTIB
iIHQOpMaLIfHUX CUCTEM Ta KOMYHIKAI[IHHOTO
o0ya/IHaHHS.

CK 7. 3naTHiCTh BIpOBaKyBaTH
Ta 3a0e3MevyyBaTu
(GYHKIIOHYBaHHS KOMIUIEKCHUX
CUCTEM 3axucTy iHbopmaiii
(KoMILIEKCH HOPMATUBHO-
MPaBOBUX, OpraHi3aliiHUX Ta
TEXHIYHHX 3aC00IB 1 METOIIB,
MpoLeayp, NPaKTHIHUX PUIOMIB
Ta 1H..).

— BUpIIIyBaTH 3aJ1a4i CYIPOBOY Ta
BIIPOBA/DKCHHSI KOMIUIGKCHUX CHCTEM 3aXHCTy
1H(popMmallii, a TAaKOX MPOTHIIi HECAHKI[IOHOBAHOMY
JOCTYIY JI0 PECYpCiB 1 POIECiB B iH(HOPMAIIITHHUX,
1H(pOopMaLiiTHO-TeTeKOMYHIKAI[IHTHUX
(aBTOMaTHU30BaHUX) CUCTEMAX;

— 3IIACHIOBAaTH  OLIHKY  pIBHS  3aXUIIEHOCTI
iH(popMarii o 00pobseThes B iHGOpMaIliifHO-
TEJICKOMYHIKAI[IHHUX CHCTEMax, BUKOPUCTOBYBATH
IHCTPYMEHTaJIbHI 3aCO0M OIIIHIOBAaHHS HAsIBHOCTI
MOTEHIIIMHUX BPa3JIMBOCTEH;

—  BUpINIYBaTH 3aJ1a4yil YIPaBIiHHA KOMIUIEKCHOIO
CHCTEMOIO 3aXHUCTy iH(popMaii B iHpopMaliifHuX,
1H(pOpMaLIfHO-TeIEKOMYHIKAIIIHTHUX
(aBTOMATHU30BaHUX) CUCTEMAX;

— BUpINIYBaTH 3aJa4yl €KCIepPTH3U, BUIPOOYBaHHS
KOMIUIEKCHUX CHCTEM 3aXUCTy iH(opmariii.

CK 8. 3gaTHiCTh 311HCHIOBATH
MIPOLICTYPH YIIPABIIiHHS
IHITUCHTAMH, TIPOBOIUTH
pO3CITiIyBaHHs, HA/IaBaTH iM
OLIIHKY.

—  BUpIIIYBaTH 3a]la4i MOTIEPEHKEHHS Ta
BUSBIICHHS, 1IeHTU(IKAIli, aHaTi3y Ta pearyBaHHs
Ha IHOMJAEHTH B iH(opMauiiHuX, iH(pOpMaIiiiHO-
TEJICKOMYHIKaI[iTHUX (aBTOMATU30BaHUX )
cucTeMax;

- MPOBOJIUTH pO3CITiTyBaHHS IHIUIEHTIB
iHpopmartiiinoi Oe3meku Ta/abo KibepOe3nmexu
0a3ylounch Ha HaLIOHAIBHUX Ta MDKHAPOJIHUX
PETyJIIOIYMX aKTaxX, Ipolesypax Ta HOJ0KEHHIEB




cdepi iH(hOpMAaITHOT Oe3neku Ta/abo
KibepOesneKu;

— 3a0e3revyyBaTH JOTPUMAHHS TOJITUKHU BEJIEHHS
KypHaIIB peecTpaunii MOAlM Ta IHIMIEHTIB 3

BCTAHOBJICHUM pPIBHEM JIeTaji3arlii.

CK 9. 3natHicTh
3nilicHIOBaTH Npodeciiny
JISIBHICTH HA OCHOBI
BITPOBAKEHOI CUCTEMHU
yIpaBIliHHA 1HQOPMALIHHOIO
Ta/a00 Ki0epOe3neKoro.

— 3a0e3mneuyBaTu Oe3MepepBHICTh O013HEC MPOIIECIB
oprasi3anii Ha 6a31 Teopii pU3UKIB Ta CUCTEMHU
yHOpaBIiHHS 1HPOPMAIIHHOIO OE3MEeKO0I0, 3T1THO
BITUM3HSHUX Ta MI)KHAPOJHUX BUMOT 1 CTAaHJAPTIB;
— 3a0e3nevyBaTH (PYHKI[IOHYBAaHHS CUCTEMU
yhpaBJliHHA 1HQOpMaLiiHOO Ta/abo
KibepOe3neKkoro opranizailii Ha OCHOB1 KEpyBaHHS
1H(OpMAaLITHUMH pU3HKaMHU, 3011ICHEHHS
MpoIeayp iX KITbKICHOTO 1 IKICHOTO OITIHIOBaHHS.

CK 10. 3garHicTh

3aCTOCOBYBATH METOJIH Ta 3aCO0U
KpUNTOTpadigHOTO Ta TEXHITYHOTO
3axucTy iHpopMallii Ha 00’ ekTax
1H(pOpMaLIHOT A1STBHOCTI.

—  aHa;i3yBaTH Ta BU3HAYaTH MOXKIUBICTH
3aCTOCYBAaHHS TEXHOJIOT1H, METOIIB Ta 3aCO0IB
KpUNTOrpagpiqyHoro 3aXucty iHpopmarii;

— 3aCTOCOBYBATH  aJTOPUTMIYHI MaTeMaTH4H1
aCMeKTH KpUNTOrpadiuHOro 3axucTy iHdopmarii;

— aHami3yBaTH Ta BHU3HAYaTH  MOXJIHBICTh
3aCTOCYBAaHHS TEXHOJIOT1M, METOAIB Ta 3aco0iB
TEXHIYHOTO 3aXUCTy iH}opMaIrii;

— BUSBIATH HEOE3MEYHI CUTHAIM TEXHIYHHUX
3ac00i1B;

— BUMIpDIOBaTH T[apaMeTpu HeOe3NeyHux Ta
3aBaJIOBUX CHUTHAJIB IiJl 4ac IHCTPYMEHTAJIbHOTO
KOHTPOJIIO 3axuiieHocTi iHdopMmallii BiJf BUTOKY
TEXHIYHUMH KaHaJIaMHu;

— BU3HAYaTH e(DeKTUBHICTh 3aXUCTY 1H(OpMAIIii Bij
BUTOKY TEXHIYHMMH KaHaJlaMd BIJIOBIIHO 10
BUMOI  HOPMATHBHHMX  JIOKYMCHTIB  CHUCTEMHU
TEXHIYHOT'0 3aXUCTY 1H(opmarii;

—  IHTepmpeTyBaTH  pe3yJdbTaTH  TPOBEICHHS
CHeI[laIbHUX BUMIPIOBaHb 3  BUKOPHUCTAHHSIM
TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHK
iH(OopMaIlIHHO-TEIEKOMYHIKaI[IHHUX CUCTEM
BiJIMOBITHO /10 BUMOT HOPMATHUBHUX JOKYMEHTIB
CUCTEMH TEXHIYHOI0 3aXUCTy 1HpOopMallii;

—  OOTpyHTOBYBaTM  MOJJHMBICTb  CTBOPCHHS
TEXHIYHUX KaHaIB BUTOKY iH(pOpMalii Ha 00’ eKTax
iH(pOpMaIiitHOT AiSUTBHOCTI,

— BIOPOBAKYBATH 3aX0JIU Ta 3aCO0M TEXHIYHOTO
3axucTy iH(opmamii BiJ BHUTOKY TEXHIYHUMHU
KaHaJaMHu.

CK 11. 3gaTHicTh BUKOHYBATH
MOHITOPHUHT MPOLIECiB
¢byHKIIOHYBaHHS, iHpOpMaIIiitHO-
TeJIeKOMYHIKaI[iTHIX
(aBTOMATH30BaHMX ) CHCTEM 3T1JTHO
BCTaHOBJICHOL

— 3a0e3mevyyBaTy MPOLECH MOHITOPUHTY JIOCTYILY
0  pecypciB 1 mporeciB  iH(opMaliiHo-
TEJIEKOMYHIKAI[ITHUX CUCTEM;

— 3a0e3neuyBaT KOHQITYpyBaHHS Ta
(bYyHKIIOHYBaHHS CUCTEM MOHITOPHHTY PECYPCIB Ta
nporeciB B iHQOpMaIiiHO-TEIEKOMYHIKAIIIHHUX 29




MOJIITUKY 1H(POpMaIiiHOT Ta/abo
Ki0epOe3meKy.

CHUCTCMax.

CK 12. 3garHicTb

aHaJII3yBaTH, BUSBIISATU Ta
OLIIHIOBATH MOKJIUBI1

3arpo3u, ypas3JinBOCTi Ta
NecTaOlIi3yroul YUHHUKA
iH(}opMaLiIifHOMY TPOCTOPY Ta
1H(pOopMaLIITHUM pecypcam 3riTHO
3 BCTAHOBJICHOI

MOJIITUKH 1H(pOpMaLIiiHO1 Ta/abo
K10epOe3neKH.

— BUKOHYBATH BIPOBAKEHHS Ta M ATPUMKY
CHCTEM BUSBJICHHS BTOPTHEHb Ta BHKOPUCTOBYBATH
KOMIUIEKCH 3aXUCTY JUIsl 3a0€3MeUeHHS
HEOOX1THOTO PiBHS 3aXHUIIIEHOCTI iH(OopMaIlii B
1H(popMaLiiHuX, 1H(OpMaLIITHO-
TEJIEKOMYHIKAIIMHUX (aBTOMATHU30BaHUX )
CUCTEeMaXx;

— a”ami3yBaTu €(EKTUBHICTh CUCTEMH BUSBJICHHS
Ta TMPOTHUJIi HECAHKI[IOHOBAHOMY JOCTYIY JI0
pecypciB 1 mporeciB B iH(opMariiHO-
TEJIEKOMYHIKAI[IMHUX CUCTEMaX;

— aHaJi3yBaTH Ta BOPOBAIKYBATH CUCTEMHU 3aXUCTY
BiJl 3TOBMUCHHUX MTPOTPAMHHX KOJIB.
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